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Abstract

Cybersecurity is a challenge in every field, but it poses a
bigger challenge to finance institutions because the cost of
recovering from a cybersecurity attack is enormous and time-
consuming. Security becomes a bigger concern when finance
institutions move into Cloud Computing (CC) technology
because clouds are outsourced to third party vendors. That is
why, the banking sectors still have concerns about CC adoption.
The concerns are mainly related to the security of financial
data and these concerns become more valid if the data have
to be deployed on machines that do not exist in the physical
proximity of the country where the rules and regulations apply.
This study is an overall evaluation of the banking sector’s
privacy, security, and trust issues in cloud computing. The
data collection and analysis consist of mainly three parts,
quantitative, qualitative, and experimental evaluation. The
quantitative part consists of a systematic literature review (SLR)
of research articles from 2016 to 2020. A total of 623
publications were searched from six different databases, and
61 studies were filtered after applying inclusion and exclusion
criteria. The second part consists of a qualitative study in
which expert opinion is also collected in the form of interviews.
Different issues are highlighted in SLR and by experts related
to data privacy on cloud platforms. However, the ease of
deployment, the optimal use of resources, and the reduction
in maintenance costs are considered major advantages of cloud
computing platforms. The third part of this study is identifying
vulnerabilities and attack vectors in cloud computing platforms
using a threat modelling framework. The STRIDE framework is
used for threat modelling, and it reveals different vulnerabilities
that exist in the cloud platform. For future work, an initial
design of private cloud computing platforms is proposed for
addressing data privacy, security, and regulatory compliance-
related challenges for the banking sector.
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1 Introduction

Financial sectors, primarily banks, are declared as critical
infrastructure by the European Union. Basel Committee on
Banking Supervision (BCBS) which is in Basel, Switzerland is
a well-known European body working with international banks.
Basel IV is a set of banking reforms based on international
banking accords Basel I, Basel II and Basel III [1]. It was
developed by BCBS and came into effect from 1 January 2023.
BASEL provides a foundation of cybersecurity policies for
the banking sectors. Basel IV lays guidelines for data trust
and transparency while implementing cloud technology and
subsequent cybersecurity protocols. The EU is recommending
the banks of its member states to shift to a risk-centric approach
“EU Cybersecurity Regulatory Framework” while migrating
the data to clouds [2]. For the last few decades, the fastest
growth in the field of Cloud Computing (CC) has been observed
because of its wide range of deliverables for resources like
computational storage, computational platforms, applications,
and power to users through the Internet In today’s market, the
topmost cloud service providers are IBM, Amazon, Google,
and Microsoft. The increasing demand for cloud computing
from small companies to large-scale organizations increased
the demand of protecting user information as well [3]. Major
issues that are being tackled by cloud computing platforms are
protecting, security, providing safety, and processing of the
data that is being possessed by the user [4]. Different studies
were conducted for software architecture in cloud computing
[5]. However, there is a lack of studies about information
security concerns related to cloud platform adoption in the
banking sector. This research work aims to refresh and update
the work conducted in the domain and provide more recent
results and findings. It will identify and classify different
topics, issues, and problems related to cloud computing [6].
Accordingly, the research is organized to provide a detailed
review of different aspects of information security for cloud-
based systems in banking. The research question is as follows:

”What are the issues, challenges, and solutions related to
privacy, security, trust, and confidentiality in the adoption
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of cloud-based systems for the banking sector?”. The main
contribution in this research work is following:

The main contributions of this research work are as follows:

1. An elaborate literature collection on privacy, security, and
trust-related issues in the adoption of cloud computing for
the banking sector.

2. An analysis of different types of vulnerabilities and attacks
that exist in the cloud computing platform.

3. An analysis of mitigation protocols, models, and
frameworks for malicious attacks on cloud computing
platforms.

4. STRIDE threat model for a cloud computing platform that
provides insight into the security analysis, thereby helping
administrators to overcome security challenges.

5. A recommendation to Kuwait banks that are migrating to
cloud systems.

This paper is not only a review paper, but it also investigates
the following major components:

1. Systematic literature review.
2. Quantitative and qualitative analysis.
3. STRIDE threat modelling.
4. Interview analysis.
5. Proposed model.

The paper first discusses different related works. The next
section explains the method adopted for conducting a systematic
literature review, followed by the analysis of extracted studies.
A threat modelling framework is applied to the results for the
validation of the findings of the systematic literature review, and
different countermeasures are proposed.

2 Related Works

The banking industry works for the economy of the
nation therefore, they are a matter of national status and
a source of revenue for people. Banking systems require
security implementation in the form of digital certificates for
devices such as One-Time Passwords (OTPs), protection and
transaction monitoring and policies, and fraudulent and anti-
money laundering detection systems [7]. Keeping the regulatory
requirements up to date to protect the customer’s data, cloud-
based system devices play a vital role in terms of security
measures for banking systems [8]. Banking and other sectors
have a cyber-security department that deploys common safety
measures to secure the systems. These security measures
are Secure Socket Layers (SSL), Vulnerability and assessment
testing of systems, Data encryption, Firewalls, Intrusion
Detection Systems (IDS), Network Intrusion Prevention
Systems (NIPS), Domain Name Systems (DNS), Password
protection mechanisms and SMS alerts to clients [9-10]. All
these security systems are used to secure cloud infrastructure
in banking systems. However, there are still some risks and
vulnerabilities due to exterior agents or unintentional errors

occurring by the staff itself; therefore, data privacy and systems
safety remains a significant concern. A statement of financial
losses due to different cyber-attacks on banking systems is
provided in Table 1 and a statement of losses in different
domains is given in Table 2. This study provides a detailed
systematic literature review of privacy, security and trust related
issues in the banking sector for adopting cloud computing.

Table 1: Losses due to Cyber Attacks

Data Breaches Business Disruptions Fraud Other Total
Frequency 53,500 4,915 56,308 692 115,415
Total Losses (USD million) 19,155.30 8,657 11,679.12 32.04 39,523.82

Table 2: Example of Financial Crime, Fraud, and Cybersecurity
Costs (million)

Domain Sub-domain Loss Total Loss
Regulatory fines and remediation Reimbursement if any 50 150

Regulatory fines 100
Indirect costs and foregone revenue System unavailable 40 200

Failed authentication 40
Transaction decline 40
Customer experience impact/attrition 40
Incorrect risk categorization 40

Direct fraud losses Breaches 16.6 50
Fraud losses 16.6
Cost of FIU 16.6

Direct and indirect personal costs Cyber breach 41.6 125
Fraud 41.6
Financial crime 41.6

3 Research Methodology

3.1 Planning Phase

Planning is the first step in answering the research question
considered in the SLR study. The review addresses a specific
group of audiences and is conducted in each context. PICOC
(population, intervention, comparison, outcome, context)
criteria is adopted as a foundation of the research question
(Table 3). The research is organized to provide a detailed review
of different aspects of information security for cloud-based
systems in banking and what models, frameworks, and solutions
are proposed by researchers to address these challenges.
Literature is explored related to the topic of information systems
on cloud-based platforms in the banking sector to achieve the
objectives. Instead of selecting generic Google Scholar for
searching the data [11], we selected high impact factor journals
such as IEEE, ACM, Springer, and ScienceDirect [12]. The
reason for selection is to maintain the quality of search results.
The search terms are “cloud computing”, “cloud”, “information
systems”, “banking” and “bank”. Connecting these search terms
using Boolean operators results in these search phrases. Phrase:
(bank OR banking) AND (information system) AND (cloud
OR cloud computing). Figure 2 represents the data extraction
steps from various databases. Figure 1 represents the research
methodology steps for our SLR formation.
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Figure 1: Research methodology in steps

Figure 2: Data extraction from various databases

3.2 Conducting Phase

The conducting phase consists of the selection of studies
and their screening based on inclusion and exclusion criteria
and includes (1) The publication is between January 2016 to
December 2020, (2) Apply the search on title, abstracts and
keywords only, (3) Include articles published in the English
language and (4) Search for journal publications only. The
search string resulted in a total of 623 articles (Table 3). A large
number of publications are retrieved from literature from six
different databases. To get the answer to the research question,
a filtering process is required. The irrelevant publications are
excluded based on the following criteria:

• The selected study should answer the research question
• The selected study must explicitly address the inclusion and

exclusion guidelines.
The reviewer decides to include the publication for the next

step of quality assessment. The study is selected based on a brief
review of the title and abstract. The inclusion and exclusion
criteria given in Table 4 are a general guideline. The researcher
has to consider valid justification and a reasonable number of
publications that assist in answering the research questions. The
result of the search query from each database and collected in
the form of an excel sheet containing metadata information of
publication such as title, abstract, date of publication, keywords,
authors, and number of citations. The author shared this
excel sheet with the co-researcher to either include or exclude

the study by labelling yes or no in front of each publication.
The selection of studies is based on inter-annotator agreement.
According to the guidelines of training the reviewers provided
[13], the reviewers are trained by 10 studies selected from
the Science Direct database and their inter-rater reliability is
calculated by finding the level of agreement among them. The
disagreed studies are discussed, and the understanding of the
second reviewer is improved for further interpretation. Overall,
the inter-annotator agreements were 95%.

Source URL Articles Collected
IEEE https://ieeexplore.ieee.org/search/advanced 68
ACM https://dl.acm.org/search/advanced 137
Science Direct https://www.sciencedirect.com/search 20
Springer https://link.springer.com/advanced-search 103
Scopus https://www.scopus.com/home.uri 259
Web of Science https://mjl.clarivate.com/search-results 135
Total 623

Table 3: Selected Digital Libraries and Journals

Comparison Okoli (Okoli & Schabram, 2010) Kitchenham (Kitchenham, 2004)
Citation count 1606 6201
Target domain Information systems Software engineering
Guidelines Six Three
Phases Four Three
Data collection approach Qualitative/quantitative Only qualitative

Table 4: SLR Guidelines Comparison

3.3 Quality Assessment

The process of quality assessment eliminates the studies
that do not help in answering the research question and are
not part of the inclusion criteria. This section evaluates the
selected studies based on inclusion and exclusion criteria and
the knowledge that can be extracted from these studies for
future research. The process of quality assessment is based on
an in-depth review of selected studies to improve the quality
standards of SLR. The initially collected studies based on
inclusion/exclusion criteria do not fulfill quality criteria and
thus, all of these studies cannot be made part of the final
assessment in SLR [14]. The quality assessment process is
based on a set of questions to assess the quality of selected
studies. The criteria are called DARE criteria [15]. Table 5
provides a list of questions that are asked during the quality
assessment of a study. The answer is “Yes” if the question
meets the assessment criteria and “No” if it does not fulfill. If a
study partially answers the research question, then a score of 0.5
can be given. After answering all the questions, the sum of all
question scores is obtained. Based on a predefined threshold, if
the sum is greater than the threshold, the study is included else
excluded [16]. After quality assessment, only 61 studies are
finally selected, and the process of selection is given in Figure
1.
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Q ID Question Score
QA1 Is the objective of the article clearly defined? Y/N
QA2 Does the article answer research questions? Y/N/P
QA3 Is the research method described? Y/N/P
QA4 Are the suggested countermeasures/solutions validated? Y/N/P
QA5 Are the contributions and limitations of the article explained? Y/N/P
QA6 Does the article provide a space for future work? Y/N

Table 5: Quality Assessment Questions

Source Total Selected Included Excluded
IEEE 68 37 11 26
ACM 38 18 7 11
Science Direct 20 6 4 2
Springer 103 19 3 16
Scopus 259 63 19 38
Web of Science 135 28 17 11
Total 623 171 63 104

Table 6: Database Statistics

4 Data Analysis

All the 61 studies are reviewed that are extracted after quality
assessment. The data extraction considers the study reference,
title, year of publication, privacy, security and trust issues,
analysis method, and future works. The first three properties
are related to the metadata information of the selected study.
The rest of the properties assist in answering the research
questions. The studies are extracted and evaluated for suitability
with second researchers on the pilot set of studies to ensure
any technical issues in the completeness [15]. The review
of 138 selected papers is initiated by reading the complete
paper. The review further helped to remove duplicate papers,
irrelevant papers discussing cloud computing as an example,
survey papers, and papers not related to security and privacy
issues for the adoption of cloud platforms in the banking
sector. Finally, 61 papers are selected for discussion in different
extracted categories.

4.1 Application Security

Application security is concerned with the security of
data shared through applications on cloud platforms. These
applications could be mobile applications, web applications, or
desktop applications. A cloud-based data sharing application is
proposed [17]. This application consists of five phases which
are system initialization by the group manager, mobile user
registration phase, file upload by the mobile user, file download
by a mobile user, and the mobile user revocation phase. The
proposed protocol is found promising against Man-In-The-
Middle (MITM) attacks, message modification attacks, and
masquerading attacks. It ensures that even the group manager
and the cloud cannot access the documents stored in the cloud.

A web service model is developed to choose the best available
cloud centers considering the quality of service parameters such

Figure 3: Filtration Process

Figure 4: Quality Assessment Criteria.

as response time, availability, security, and minimizing the cost
of service [18]. The model is tested with 2507 data records
using the TreeNet method and claimed to achieve 99% accuracy
for optimal resource selection. An FPGA-based system for
the security of cloud platforms is proposed [19]. This is an
ARM-based FPGA solution that is efficient against six different
attacks. This solution can be extended to heterogeneous cloud
platforms. A four admin-based key exchange mechanism
for secure banking transactions is proposed [20]. Every
admin is provided with user-id, password, challenge-key and
its corresponding challenge-response key, Attribute Based
Encryption (ABE) key, and MAC and IP Address captured in
Cloud. The servers generate a key which is distributed among
admins with their privileges. A proxy re-encryption mechanism
is proposed [21]. This application also ensures data security
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through Advanced Encryption Standard (AES) by adopting a
new subkey for each block of data. Information-Flow control
mechanism between cloud platforms and users is proposed to
ensure the integrity and confidentiality of information [22]. The
system ensures the security of data through a hardware-based
solution. The system is dynamic labelling based on information
flow among decentralized systems. Cloud migration is one of
the key requirements for the selection of cloud vendors during
banking operations [23]. The research work provided in [24]
claims the ineffectiveness of signature-based techniques such as
NetFlow or traffic flow detection and Anomaly-based detection.
It proposed a real-time bot detection system with high accuracy
using a domain generation algorithm.

4.2 Authentication and Authorization

The multi-path authentication scheme is proposed for
authenticated data transmission to increase security levels
[25]. This multi-modal and multi-path data transmission to
cloud machines makes it difficult for an adversary to intercept
complete information. Considering the limitations of credit
and debit card pins, a QR code-based user authentication
mechanism is proposed [26]. A different authentication scheme
using Sparse Matrix in cloud computing is proposed [27].
This approach used a trust matrix using swarm intelligence in
cloud computing. Trust matrix is generated using the input
by the user which is verified by the ant formed on three-
levels, i.e. user, Cloud Data Storage (CDS), Cloud Service
Provider (CSP). At each level, ants keep checking on the
trust matrix. A new memory protection scheme based on a
page-based authentication algorithm using Aggregate Message
Authentication Code (AMAC) is proposed [28]. This scheme
uses AMAC to compress the MAC of multiple memory blocks,
reducing the meta-data overhead and saving a significant
amount of memory space. A triple-stage verification process
to establish the identity of bank clients is proposed [29]. Due
to multiple factors, it is difficult to gain illegitimate access
to the banking system from remote locations. The concept
of using an offline authentication device, Off-PAD (Offline
Personal Authentication Device) as a trusted device to support
different forms of authentication is proposed [30]. The solution
of using an image steganography application to hide important
data or documents under an image before uploading them to
cloud storage will help to avoid hackers’ attacks. An application
developed based on the Least Significant Bit (LSB) algorithm to
encode information in the best quality image is proposed [31].
Another hardware authentication emulation-based solution is
proposed [32]. The option of an extra token key after a one-
time password to authenticate for data access on cloud storage
is proposed [33]. The token is time-limited and geo-limited and
controlled by a financial administrator. Biometric authentication
refers to automated methods used to identify a person by the
features such as the face, iris, vein, fingerprint, palm print,
etc. A method to authenticate a user through orientation of
finger veins or iris image input is proposed [34]. A two-factor-

based authentication in digital banking using cloud services is
proposed [35]. The first factor is voice assistant (for primary
authentication) and beacon (for secondary authentication). A
two-factor-based authentication scheme is proposed [36] based
password and a QR code for authentication.

4.3 User Behaviour

A study was conducted to determine customer behaviour
in using cloud platforms concerning trust, cost, security, and
privacy [37]. A model based on TAM-DTM theory is proposed
and data is collected from 162 bank customers. The results
show that the security and privacy constructs exhibited a
strong positive influence on perceived ease of use, perceived
usefulness, and trust. The study concludes that perceived
usefulness, perceived ease of use, cost, attitudes toward cloud,
and trust significantly influence users’ behavioural intention to
adopt cloud computing. A visual notations-based framework on
existing misuse case scenarios that can support the elicitation
of various cloud dependability requirements [38]. The result of
the pilot experiment shows that the extended misuse case-driven
technique is credible and viable for the elicitation of cloud
dependability requirements. A survey is conducted regarding
the adoption of cloud computing in the banking sector and the
opinion of users in building trust in the service provider and the
possible relationship between observance of ethical practices
and trust-building [39]. The survey reveals a positive correlation
and regression between trust and ethics.

4.4 Data Science

Machine learning is being widely utilized in technology
in different domains including banking. A data privacy-
preservation model for cloud storage is proposed in [40].
The classification models work over the data encrypted with
different public keys which are outsourced from multiple data
providers. A botnet is a Trojan Horse malware attack that poses
a serious threat to the banking and financial sector [41]. The
study provides the classification of different types of botnet
attacks on banking data on cloud platforms (Amazon Web
Services) using different classifier methods. Security issues in
Cloud Service Models (CSM) and cloud deployment models for
banking organizations are discussed in [42]. According to a
qualitative (interviews) study from 40 persons about the issues
and risks of the adoption of cloud in the banking sector. The
study identified the highest risk of “Trusted cloud” in 3rd party
(providers) and program (software) security.

4.5 General Threats

Data security on communication channels is a big security
threat. Providing end-to-end anonymous communication and
data sharing involves different stakeholders such as network
managers and cloud services providers that can temper the
communication. A model against adversary attack is proposed
by [43] that is suitable for delay-tolerant applications as
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well. One of the major threats to data security in banking
organizations is the insider threat. This threat could be due to
third-party systems or poor authentication processes. Different
types of insider threats are discussed in the study [44]. Open
source private cloud platforms are a general preference of
financial organizations. The study develops an open-source
static analysis tool to determine the security vulnerabilities
of such cloud platforms [45]. Maintaining the customer’s
privacy of banking data on cloud platforms is one of the
more desirable features. The study [46] highlights the ways
digitization is breaching customer privacy, changes required
over digital platforms, and data collection frequency to preserve
customers (an individual’s) right of being left alone. Instead of
technological issues as cyber threats, the study [47] emphasizes
that the differences in the organizational culture of traditional
banks and fintech, different strategic vision of top management,
lack of qualified personnel, which makes it difficult for banks
to transform for cooperation. The inclusion of verification
procedures, integration of offline and online modes, the use of
implicit factors, and consumer biometric behaviour.

4.6 Cryptography

Cryptography is one of the major techniques for data security
applied to applications hosted on cloud platforms. The study
[48] performs the cryptanalysis of mobile wallet and cloud
server-based secure payment models. A cloud server is
used to overcome computational overhead. The cryptanalysis
of this scheme shows that this scheme is vulnerable to
various security attacks like known session-specific temporary
information attacks, cloud server bypassing attacks, untrusted
cloud servers, and client colluding attacks and impersonation
attacks and not enough secure. The research by [49] proposes
a modification to the RSA algorithm to improve the execution
time using the parallel processing power of modern-day multi-
core architecture-based machines. A banking data encryption
solution based on Password-Based Key Derivation Function
(PBKDF2), Argon2, AES-256, and IDA algorithm is proposed
[50]. Similarly, a dual encryption scheme based on Elliptic
Curve Cryptosystem (ECC) and Advanced Encryption Standard
(AES) for securing sensitive data is given in [51]. The objective
of combining both of these encryption schemes is to minimize
the delay factor and increase the robustness and security of
data. Location is used as an encryption attribute along with
symmetric cryptography and ciphertext policy – Attribute-based
encryption (CP-ABE) to implement secure access control to
the outsourced data [52]. The data integrity is ensured using
the Message Authentication Code (MAC). Another approach
to encrypting large-scale banking data is based on the Paillier
algorithm [53]. The approach mainly uses the multiplicative
property of homomorphic encryption to calculate total interest
on an encrypted banking dataset. An improved authentication
protocol based on the previous framework for data security
in banking environments on cloud platforms is proposed
[54]. A technique of data security on a cloud platform

based on a game-theoretical approach is proposed [55]. This
approach uses XTR (effective and compact subgroup trace
representation) which has the property of semantic security. A
group of players in the game-theoretic field such as networks,
servers, operating systems, and storage devices is considered
to construct interaction among each other. This interaction is
useful in the field of financial economics. It is believed that
game theory and its optimization is going to provide a suitable
framework for the design of a crypto-cloud computing system
that will be perceived as a strong technique and satisfy the needs
of many participants and users of the cloud.

4.7 Regulatory and Compliance

Cloud-based Fintech companies are disrupting traditional
banking models, signalling that highly regulated firms must
adopt Cloud technologies [56]. This paper provides risks
associated with the adoption of cloud technology in the banking
sector and penalties for non-regulatory compliance. A study
regarding cloud services, outsourcing, and the contractual issue
are divided into three parts. The first part is about cloud services
[57] that deal with key drivers such as time to market, real
and perceived barriers, and cultural and technical aspects. The
second part of the study deals with the regulation of cloud
as ‘outsourcing’ [58]. It sets out how EU banking regulators
have approached banks’ use of cloud services and considers
regulators’ lack of cloud computing knowledge. The third part
of the study key contractual issues that arise in negotiations
between banks and cloud service providers, including data
protection requirements, complexities caused by the layering of
cloud services, termination, service changes, and liability [59].

4.8 Information Security Models and Frameworks

An adversary model to examine the security of lightweight
browsers is proposed [60]. This model revealed vulnerabilities
in four different browsers that allow attackers to obtain
unauthorized access to the user’s private data. Some browsers
also reveal browser history, email contents, and bank account
details. This research deals with the performance analysis
of recent cloud data security models [61]. This paper
proposes cloud data security models based on Business Process
Modelling Notations (BPMN) and simulation results can
reveal performance issues related to data security as part of
any organization’s initiative on Business process management
(BPM). Banking datasets are very skewed and contain only
a few samples of fraudulent transactions [62]. Due to data
security and privacy, different banks are usually not allowed to
share their transaction datasets. This problem makes it difficult
to detect fraud. A novel framework is proposed in this model in
which banks keep their data and the model computes distributed
data and learns patterns from this federated dataset using
triplet-like metric learning and designs a novel meta-learning-
based classifier. To reduce the computational complexity of
transaction data at edge devices and remove the bottleneck
of payment authority, a Bitcoin-based payment mechanism
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is proposed [63]. The users can transact directly without
needing a bank. The banking community has apprehensions
about adopting cloud computing platforms. A five-stage
cloud computing framework for banking organizations. These
stages are Cloud mobility and cloud banking applications,
cloud service models, cloud deployment models, cloud risk
management models, and cloud security models [64]. This
framework claims to reduce security issues. Three different
models based on encryption for data privacy and security
on cloud platforms are proposed in [65]. This work also
provides a comparison of different other techniques for privacy
preservation. A model of smart card security based on Elliptical
Curve Cryptography is proposed [66]. This model enables the
users to use only one card for any applications and transactions
anywhere, anytime with one unique ID. A technique for the
detection of highly coordinated polymorphic botnet attacks
on cloud platforms is proposed [24]. Virtual machines are
hosted on cloud platforms and share the same kernel. There
exists a risk that the VM can gain root access to the host
machine and may manipulate the other VMs hosted on the
same host operating system. This becomes a huge concern in
the case of the banking sector when multi-tenant clients are
processing their sensitive data on these VMs [67]. The paper
discusses different techniques to maintain isolation among the
VMs hosted on the same physical machine. A knowledge-based
data security model is proposed to ensure the security of banking
data [68]. Separate ontologies for the subject, object, and action
elements are created and an authorization rule is framed by
considering the inter linkage between those elements to ensure
data security with restricted access. The security model is
applied to the Software as a Service (SaaS) cloud model. A
risk management model for banking cloud solutions is proposed
in [64]. The model has five stages for a successful cloud
computing framework in a banking organization. A secure
data sharing mechanism for cloud users in groups through
mobile platforms is proposed [17]. The authors claim that
the share of group key processes can suffer from Man in the
Middle attack. The security of cloud data is achieved through
a deployment model that uses a one-time token that is time-
limited and geo-limited as well [33]. This token is used
by the customers to access data hosted on a cloud platform.
The token is controlled and managed by an administrator.
A framework for mobile commerce is proposed [69]. This
framework uses wireless public key infrastructure (WPKI),
Universal Integrated Circuit Card (UICC), and community
cloud to achieve end-to-end security during data transfer. A
single smart card-based user authentication scheme to prevent
unauthorized access to the cloud is presented [70]. A single
smart card serves as a single interface to access multifaceted
electronic services like banking, healthcare, and employment.
A business process optimization (BPO) model for the security
of cloud computing platforms is proposed [71]. This model
has efficiently provided security protection for up to twenty
BPO companies with each having more than 1000 employees.
Attribute-based encryption increases the data size and requires

more storage space in the cloud to store the data. A technique
based on Likert Scale assignment and Dichotomous Response
Matrix generation reduces the sensitive and non-sensitive data
classification complexity [72]. Cloud platforms for banking
comply with international standards such as Payment Card
Industry Data Security Standard (PCI DSS), International
Organization for Standardization (ISO 9001:2015, ISO/IEC
27001:2013, ISO/IEC 27017:2015), and many other national
security standards [73]. This paper proposed an analytical
model built on the EC2 memory-optimized instance model.

5 Quantitative Analysis

The number of studies included or excluded from each
of the databases is shown in Table 6. Scopus database
showed maximum excluded studies whereas Science Direct has
minimum excluded studies. The largest contribution of studies
is from Scopus (19) and the smallest from Springer (3). IEEE
showed maximum relevant studies related to Privacy, security,
and trust-related issues in cloud computing for the banking
sector. Figure 3 .shows the year-wise distribution of studies
from the Year 2016 to 2020 (5 years) proving the growing
interest and concerns of the banking community in the adoption
of cloud computing for the banking sector. When comparing
with studies, it is identified that data leakage and data theft are
the most discussed issues in the studies while compliance and
regulatory requirements are not discussed at strength. Most of
the studies discussed encryption as a solution for maintaining
privacy. The distribution of studies in different domains is
shown in Table 7.

Issue Frequency in papers
Data Security 29
Data Leak 6
Communication Security 6
User Authentication 11
Regulatory Compliance 4
Risk Management 3
Botnet Attacks 2

Table 7: Issues Discussed in Different Studies

Qualitative Assessment
We interviewed 50 domain experts and asked following

questions:
Q1: What are the advantages of using Cloud Computing in

the Banking sector?
Q2: What are the possible challenges of adopting cloud

technologies for the banking sector?
Q3: Are there any security techniques for managing the

security challenges of cloud computing?
Q4: What are general threats expected from adopting cloud

computing in the banking sector related to users, data, networks
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or applications?
Q5: How do we handle the security risks in the Cloud

Computing platform?

Figure 5: Year-wise Frequency of Studies

5.1 STRIDE Threat Model

STRIDE (Spoofing, Tampering, Repudiation, Denial of
Service and Elevation of Privilege) is a famous threat model
for identifying threats in a system or software [74]. It uses
data flow diagrams to show the interaction among different
components of the system or software. This process makes it
easy to understand the threats at different levels of components.
Generally, STRIDE covers flow of information at network
layers and categorizes threats to particular categories along with
a threat severity score [74].

In this study, the threat model provides an overview to the
decision makers about potential threats in cloud computing
environments related to privacy, security and trust related
issues. Different threat categories, the violated property and
its definition is provided in Table 8. The components of
the threat modelling framework include a design of cloud
computing platform, threat list, countermeasures list and
preventive measures to overcome these challenges. All of these
steps must be followed for the complete life cycle of STRIDE
framework [75]. These steps are (1) Identify the assets of the
system, (2) Identification of threats, (3) Rating of the threats
and (4) Propose countermeasures.

A generic cloud computing model proposing the mitigation
and overcoming of threats identified and categorized in Figure
4. This model is based on guidelines of STRIDE modelling and
shows different components of the cloud computing model with
the information flow among them.

Figure 6: STRIDE Thread Modelling in steps

5.2 Identify Assets of the System

Figure 7: Cloud Threat Model

Several vendors provide cloud computing platforms for
hosting banking applications and services. However, there is a
basic set of components that is common among all platforms.
These common components are storage devices, computing
devices, networking equipment, security components, and
cloud-management software (Figure 4). According to best
practices of cloud infrastructure, the STRIDE threat model
divides the cloud infrastructure into different zones [76]. These
zones help in the identification of threat relevance to a particular
boundary.

5.3 Identify Threats

In section 5.2, different threats are extracted related to
cloud computing. For simplicity, the threats are generalized
to understand the risk encountered by cloud users. These
threats are generalized in Table given below according to the
STRIDE category and the property violated. This conversion
facilitates understanding of the risk from the non-security expert
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background. Similar threats are combined in one category.
For example, the communication on the network is intercepted
through man-in-the-middle and spoofing attacks that fall under
the category of active eavesdropping. It is important to note that
most of the attacks on the cloud platform fall under the category
of spoofing and information disclosure. Data leakage and data
theft are categorized as one the major concerns and threats by
the research community.

5.4 Rating the Threats

Rating the threats is the next process after the identification
of threats. This process is necessary to prioritize the mitigation
strategy. In some cases, few low priority threats can be
ignored. The assessment is conducted using Microsoft DREAD
(Damage Potential, Reproducibility, Exploitability, Affected
Users, Discoverability) Framework. The answer to each
question according to the DREAD risk factor is in the range of
1-3 [77]. Then after scoring all the risk factors calculate a total
of each threat, if scores 5-7 the risk is low, 8-11 risk is medium,
and 12-15 risk is high. Table 8 shows the threats rating for the
extracted threats.

Vulnerability D R E A D Total Priority
DDos or DOS 1 1 1 2 1 6 Low
Data leakage 3 3 3 3 2 13 High
Eavesdropping 3 2 3 2 3 13 High
Forgery 2 1 2 2 2 9 Medium
MITM 3 3 2 3 2 13 High
Lack of authentication 2 3 3 3 2 13 High
Unauthorized access 3 3 2 2 2 12 High
Malicious code injection 1 1 1 1 1 5 Low
Over privileged 3 1 1 2 2 9 Medium
Replay attack 1 1 1 1 1 5 Low
Physical attack 1 1 1 1 1 5 Low
Impersonation 3 2 2 2 2 11 Medium

Table 8: DREAD Threat Rating

5.5 Proposed Countermeasures and Implementing
STRIDE Threat Model

The countermeasures of threats categorized in section 5.4
are provided in Table 9. In this section, the data flow in the
cloud model is explained using the STRIDE threat modelling
framework. This is important to understand the potential threats
to data flow in the cloud model. This modelling also helps to
understand the data flow from an attacker’s perspective. The
process of threat modelling is performed before deploying the
cloud platform to identify potential threats. During modelling,
elements of the system such as devices, data storage, data flow,
and external entities are considered. Cloud threat modelling
is shown in Figure 4. The cloud architecture is divided into
zones where the authentication and authorization in each zone
are performed separately. Then zones are separated by trust
boundaries (dotted lines) to represent data transition from one
source to another. As shown in Figure 5, the service zone and
cloud gateway zone interact with the authentication controller
of the cloud which is responsible for the authentication and
authorization of users (admin and tenants). The field gateway
zone interacts with the authentication controller and device zone
and places all requests in a queue. The queue server interacts
with devices that are responsible to handle the compute, storage,
or network-related requests.

Category Threat Countermeasure

Spoofing Spoofing Authentication mechanism

Tampering Forgery Input validation mechanism

Repudiation Data repudiation Logging or auditing of record

Information Disclosure Sniffing Encrypting the data communication

Denial of service DoS attack Input validation mechanism

Elevation of Privilege Code injection No mitigation provided

Denial of Service Interruption of Service No mitigation provided

Elevation of Privilege Lack of authorization State-change requests mechanism

Table 9: STRIDE Generated Threats

The threat modelling report is generated based on the
designed system. The report shows that there are 41 threats
in the cloud model and how an attacker can attack the system.
These threats are summarized into spoofing, forgery, DoS, data
leakage, data repudiation, sniffing, interruption, impersonation,
code injection, lack of authentication, and lack of authorization.
The modelling tools not only depict potential threats but also
often suggest countermeasures as shown in Table 9. From the
measure results following are the publication trends observed.
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# Sub-categories of domain Percentage
1 Data security 47%
2 Data leak 10%
3 Communication security 3%
4 User authentication 18%
5 Regulatory compliance 7%
6 Risk management 5%
7 Botnet attacks 10%

Table 10: Publication Trend

6 Conclusion

This study discussed privacy, security, and trust-related issues
in the adoption of cloud computing platforms for the banking
sector. An SLR is conducted to identify these challenges
and mitigation methodologies. In addition, a survey from
researchers in the field is conducted to find the latest challenges
in the field of cloud computing. As a result of SLR,
seven (7) unique threats are identified. Microsoft STRIDE
threat modelling framework is used to further categorize
this threat from the perspective of a cloud designer. This
STRIDE model provides a data flow diagram that represents
the flow of information among different components of the
framework. This model helped to identify the threats in different
components of the cloud platform, unlike the previous studies
that target individual threats in a particular component of the
platform. A comparison of threats identified from the SLR and
threat modelling framework shows that the SLR lacks studies on
repudiation attacks that are basic threats to data. In the future,
a private cloud-based model is proposed for banking systems
addressing different privacy, security, and trust-related issues
in the banking sector. This model will help the users to take
advantage of cloud computing power while keeping the lowest
footprint of cyber-attacks.

References
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